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Session Details Shanflgs%gfﬂ Us
. _ _ June %5-20- Fairfax, VA
When you troubleshoot or investigate network and security pro“

duplications are good indicators to find the clues. We use Wirestsark e;nd
CLI tools to find, recognize and dissect network/security anomalies to solve
the issues. Duplications exist in every layer in a trace file, so we follow each

layer to check protocol-specified troubleshooting points.

In this session, you can learn how to find duplications in each layer of a
trace file, the meanings implied by duplications in the trace with TIPS and
tricks of display filters and major plugins of Wireshark/tshark.

We troubleshoot and investigate the issues using ARP/IP/TCP and major
basic protocols. Duplications is one of the best anomalies to understand the
packets.

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip °



Moo sompeap

am 7@ RRE Q &= ¢ T Eaqaail
W[ Apply a display filter .. <Ctr 3 <)+ TCPEtEEmE  MYMAC
No. me Source Destination _Protocol Length Info

10.000000 Syn-824-166-172-001.res.spectrum.con [Broadcast|ARP 60 Who has 24.166.173.159? Tell 24.166.172.1 L]

20.098594 syn-024-166-172-001.res.spectrum.com Broadcast ARP 60 Who has 24.166.172.141? Tell 24.166.172.1
[ |} 3 0.110617 syn-824-166-172-001.res.spectrum.com Broadcast ARP 60 Who has 24.166.173.161? Tell 24.166.172.1
40.211791 syn-065-028-678-001. res. spectrum. con Broadcast ARP 60 Who has 65.28.78.76? Tell 65.28.78.1
50.216744 syn-824-166-172-061. res.spectrum. com Broadcast ARP 60 Who has 24.166.173.163? Tell 24.166.172.1
[ | 6 0.307909 syn-024-166-172-001.res.spectrum.com Broadcast ARP 60 Who has 24.166.175.123? Tell 24.166.172.1
. n 7 0.330433 syn-@24-166-172-001.res.spectrum.com Broadcast ARP 60 Who has 24.166.173.165? Tell 24.166.172.1
80.408556 syn-624-166-172-061. res . spectrum. con Broadcast ARP 60 Who has 24.166.175.82? Tell 24.166.172.1
> Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) Ethernet
> Ethernet II, Src: syn-@69-676-216-801.res.spectrun.con (00:07:0d:af:f4:54), Dst: Broadcast (FF:ff:ff |o
v Address Resolution Protocol (request)

https://wiki.wireshark.org/uploads/__moin_import__/attachments e

Protocol size: 4
Opcode: request (1)

/SampleCaptures/arp-storm.pcap el —

‘Wireshark« Endpoints - arp-storm.pcap - o X

Endpoint Settings Ethernet - 2 1Pv4 IPv6 TCP uppP

[} u [ ]
> > O Neme resallien Address Packets Bytes Tx Packets TxBytes Rx Packets Rx Bytes
° 00:07:0d:af:f4:54 622 37kB 622 37kB 0 0 bytes
[ Limit to display filter f:

ff:ff 622 37 kB 0 0 bytes 622 37 kB

622packets of broadcast from Cisco_af:f4:54

. Tons of ARP requests use bandwidth and
interrupt all nodes in the LAN.

. Misconfiguration of router ( bridge mode?) or

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip




Using Expert Info to find ARP storms.

How about finding duplication, ShaikFest24 US

June %S-ZOI- Flairfl ax, VA
Choose ARP in the packet detail pane, right=elick

Protocol configuration>Open ARP preferences

Check "Detect ARP request storms’,
set Number of requests as 20 and period as 1000

Export Packet Bytes... Ctrl+Shift+X [t

e ce EEgiee. (80 b Address Resolution Protocol

> Ether Wiki Protocol Page ectrum.com (00:07:0d:af:f4:54), Dst: Broadcas

v Addre  Filter Field Reference % Detect ARP request storms
T
:: Decode As... Ctrl+Shift+U Detect ARP request storms Number of requests to detect during period 20|
Pr Go to Linked Packet Number of requests to detect during period: 30...
(o]o] Show Linked Packet in New Window Detection period (in ms): 100... Detection PeriOd (ln ms) 1000
Sender MAC address: syn-069-076-216-001. v Detect duplicate IP address configuration
Sender IP address: syn-024-166-172-001.r v Register network address mappings Detect duplicate IP address configuration
Target MAC address: 00:00:00_00:00:00 (@

50" ARP/RARP Register network address mappings

O ¥ Address Resolutio t

Sampl' and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip °




Using Expert Info to find ARP sto;@géws

. Click blue signﬂaxl at left side of bottom 4 5 20ufaie, VA

M Wireshark - Expert Information - arp-storm.pcap - .

v ARP-packet storm detected (20 packets in < 1000 ms)

Packet Summary Group Protocol Count
v Note AR packet storm detected Sequence  ARP/RARP v [Expert Info (Note/Sequence): ARP packet storm detected (20 packets in < 1000 ms)]
21 Who has 24.166.174.207? Tell 24.166.172.1 Sequence ARP/RARP
42 Who has 65.26.94.732 Tell 65.26.92.1 Sequence ARP/RARP [ARP packet storm detected (2@ packets in < 1000 ms)]
63 Who has 65.28.78.162? Tell 65.28.78.1 Sequence ARP/RARP
84 Who has 24.166.174.238? Tell 24.166.172.1 Sequence ARP/RARP [ 1 . ]
122 Who has 65.26.94.33? Tell 65.26.92.1 Sequence ARP/RARP Sever\lty level ¢ NOte
143 Who has 24.166.174.197? Tell 24.166.172.1 Sequence ARP/RARP .
202 Who has 69.81.17.172 Tell 69.81.17.1 Sequence ARP/RARP [Group ¢ Sequence]
223 Who has 24.166.174.167? Tell 24.166.172.1 Sequence ARP/RARP
260 Who has 24.166.175.213? Tell 24.166.172.1 Sequence ARP/RARP
281 Who has 69.23.182.253? Tell 69.23.182.1 Sequence ARP/RARP
320 Who has 24.166.175.112? Tell 24.166.172.1 Sequence ARP/RARP
341 Who has 69.81.17.74? Tell 69.81.17.1 Sequence ARP/RARP -
362 Who has 65.26.92.195 Tell 65.26.92.1 Sequence ARP/RARP O e Wireshark expert group (_ws.exper‘c.g roup)
452 Who has 24.166.173.36? Tell 24.166.172.1 Sequence ARP/RARP L= - — - - —
473 Who has 69.76.221.2077? Tell 69.76.216.1 Sequence ARP/RARP
519 Who has 69.76.220.102? Tell 69.76.216.1 Sequence ARP/RARP
556 Who has 24.166.174.2367 Tell 24.166.172.1 Sequence ARP/RARP
593 Who has 24.166.175.39? Tell 24.166.172.1 Sequence ARP/RARP
> Note Padding identification may be inaccurate and impact trailer dissector Protocol Ethertype

. Expert Info tells us “ARP packet storm detected”
Open the tree and click and check each packet.

. We find an additional header about “ARP packet
storm detected (20 packets in < 1000 ms)’

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip °




Wireshark ARP storms settings_
We need to check the preferences of ShagFestgd US

June %5-20. Flairf| ax, VA

setting, open the “preferences” text file in st2dus

your profile of personal configuration.
(C:¥Users¥[username]¥AppData¥Roaming¥Wireshark¥profiles¥[your profile]¥preferences

Search text
by “arp” to find
ARP settings
of Wireshark

arp.detect_request_storms: TRUE

arp.detect_storm_number_of packets: 20

arp.detect_storm_period: 1000

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip -



Flnd ARP storms by tshark P N >
We need to override tshark settings Show A ng.ﬁ'e'&'s"z:ﬁ%x"vy S
oW

tshark —r arp-storm.pcap -O arp®= - ot detail serzus
-Y arp.packet-storm-detected = Display filter

(13 11 f
-0 “arp.detect_request_storms: TRUE" &= = nce

-0 “arp.detect_storm number of packets:20”
-0 “arp.detect_storm_period: 1000”

If you just need the frame number and source mac
address, add “-T fields —e frame.number —e eth.src”

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip °



Find duplication by tshark

C:¥Users¥megumitakeshita¥Desktop¥finding_duplications>tshark —r arp-storm. pcap -Y arp. packet-storm-detected -
0 arp -0 “arp. detect_request_storms:TRUE” -0 “arp. detect_storm_number_of_packets:20” —o “arp. detect_storm_per
iod: i

1000
: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

Ethernet 11, Src: syn-069-076-216-001. res. spectrum. com (00:07:0d:af:f4:54), Dst: Broadcast (ff:ff:ff:ff:ff:ff

)

Address Resolution Protocol

C:¥Users¥megumitakeshita¥Desktop¥finding_duplications>tshark —r arp—-storm. pcap —-Y arp.packet-storm-detected -
0 arp —o “arp. detect_request_storms:TRUE” —o “arp. detect_storm_number_of_packets:20” -o “arp. detect_storm_per
:1000” -T fields —e frame. number —e eth. src

iod
21

42

63

84

122
143
202
223
260
281
320
341
362
452
473
519
556
593

(request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: syn-024-166-172-001. res. spectrum. com (00:07:0d:af:f4:54)
Sender IP address: syn-024-166-172-001. res. spectrum. com (24.166.172.1)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: syn—024-166-174-207. res. spectrum. com (24.166. 174.207)
ARP packet storm detected (20 packets in < 1000 ms)
[Expert Info (Note/Sequence): ARP packet storm detected (20 packets in < 1000 ms)]
[ARP packet storm detected (20 packets in < 1000 ms)]
[Severity level: Notel]
[Group: Sequence]

00:07:0d:af:f4:54

SharkFest:24 US
June %5 20 Falrfax, VA

S

#sf24us
tshark —r arp-storm.pcap -O arp

-Y arp.packet-storm-detected

-0 “arp.detect_request_storms:TRUE"

-0 “arp.detect_storm_number_of packets:20”
-0 “arp.detect_storm_period: 1000”

tshark —r arp-storm.pcap -O arp

-Y arp.packet-storm-detected

-0 “arp.detect_request_storms:TRUE"

-0 “arp.detect_storm_number_of packets:Zz
-0 “arp.detect_storm_period: 1000”

-T fields —e frame.number —e eth.src

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip °




Exc_esswe ARP request tglls usSha@k,{es%% AUS
1. Misconfiguration of network devices, ’""6%5W’VA
such as the bridge mode of the router? #sf24us

2. MITM attacks such as ARP poisoning.

. Open arppoison.pcapng. This trace file is captured by
KaliLinux, using Ettercap to execute ARP poisoning.

ellerop U822

ols  Hel

Y ireless  Tools
RO QesEFL . =Eaaal e SedY Qo o

ercap

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



ARP poisoning attack by Ettherca
Check Expert Info to find the ARP request’;

‘Wireshark - Expert Information - arppoison.pcapng -

engﬂ USs

<

Severity Summary Group Protocol Count B3]+ rcrmmens e
-

> Warning Duplicate IP address configured Sequence  ARP/RARP 6 : 23253?5???33 1%5332’2:”:2 — EE';‘ WZE ‘:ﬁo B =

) Warning Connection reset (RST) Sequence TCP 150 3 0.165376503 Inventec 2 12d ::Zadtazt :;l; 6@ Who has 192.168.100.121? Tell 192.168.100.195 E

v Note ARP packet storm detected Sequence  ARP/RARP 2 —

F 1: 60 byte (480 bits), 60 byte tured (480 bits) on interf: the, id @ he
369 Who has 192.168.100.121? Tell 192.168.100.118 Sequence  ARP/RARP } Eenarnet 11, Sre: Toshiva_cer10173 (8:0133:ce110175), Dsts Brondcast (FF-F1:¢FLF1.FE:¢0) e
v Address Resolution Protocol (request)
445 Who has 192.168.100.121? Tell 192.168.100.106 Sequence  ARP/RARP Forsare e et @)
rotocol type: IPv4 (9x0800)
> Note A new tcp session is started with the same ports as an earlier session int... Sequence  TCP 133 brotocor size: 4
o a . . . . . . Opcode: request (1)
> Note Padding identification may be inaccurate and impact trailer dissector Protocol Ethertype 84 Sender MAC address: Toshiba_ce:di73 (b8i6b:23iceisd;7a)
Sender IP address: 192.168.100.193 (192.168.100.193)
> Chat Connection establish request (SYN) Sequence  TCP 150 o o anarecss 105 20n va0 121, (16 tom100. 1307 )

There are two counts of ARP storm
as well as Duplicate IP address configured events.

|IP address configuration mistake or
IP spoofing attack by Man In The Middle?

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip "




ARP poisoning attack by Etthercapg ®.

st24 US

Spoofed ARP broadcast Spoofed ARP broadcast
IP address :192.168.100.132 IP address :192.168.100.104
MAC address: b8:6b:23:ca:8b:20 = = = MAC address: b8:6b:23:ca:8b:20

Actual Address configuration Q
IP address: 192.168.100.104 @/

MAC address: b8:6b:23:4c:2e:1f

Q Actual Address configuration
IP address: 192.168.100.132

ATTACKER KaliLinux
IP address :192.168.100.198
MAC address: b8:6b:23:ca:8b:20

B192.168.100.104 is used by both b8:6b:23:4¢:2e:1f and (EHI PARE: R 191
B192.168.100.132 is used by both 00:0¢:29:f7:2¢:f¢ and L RN R L)

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip




Find duplication of IP address o
Wireshark finds duplication of IP address Sﬁﬁ'e'i's‘.'z:ﬁf%‘,’vys
by ARP/RARP dissector by default et

Choose ARP in the packet detail pane, right-click
Protocol configuration>Open ARP preference

Check ON: Detect duplicate IP address configuration
Also check Warning of Duplicate |IP address configured

‘Wi rrrrrrr - Expert Information - arppoison.pcapng -

Address Resolution Protocol

cket  Summary . Group  Protocol
Detect ARP request storms Warning  Duplicate IP address configured  sequence AP VRATE
Number of requests to detect during period 20 E :j:; :EE;x};E
( ed!) ARP/RARP
Detection period (in ms) 1000 ( ed!) ARP/RARP
( ed!) ARP/RARP
Detect duplicate IP address configuration ( ed!) ARP/RARP

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




ind duplication of IP address

Check frame #100
192.168.100.104
192.168.100.132

are used by two different
MAC address, actual PC

(blue) and MITM(red)

Chnnkl-'pcf“-’r‘?xd 1S

‘arppoison.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A w1 REB QensEF I S = QQQE
(W[ Apply a display filter ... <Ctrl-/> =0 -]+ TcPmEEHE  MYMAC
No. Time Source Destination Protocol  Length Info =
100 1.777186733 Toshiba_ca:8b:20 Toshiba_4c:2e:1f ARP 42 192.168.100.132 is at b8:6b:23:ca:8b:20 (duplicate l%.
2] 2 2082 a1%] 2 20 02 [ N a=>0
> Frame 100: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface eth®, id @ Ethernet
> Ethernet II, Src: Toshiba_ca:8b:20 (b8:6b:23:ca:8b:20), Dst: Toshiba_4c:2e:1f (b8:6b:23:4c:2e:1f) o
X L L
> Address Resolution Protocol (reply)
v [Duplicate IP address detected for 192.168.100.132 (b8:6b:23:ca:8b:20) - also in use by 00:0c:29:f7:2e:fc (frame 99)]
v [Frame showing earlier use of IP address: 99]
v [Expert Info (Warning/Sequence): Duplicate IP address configured (192.168.100.132)]
[Duplicate IP address configured (192.168.100.132)]
[Severity level: Warning]
[Group: Sequence] —
[Seconds since earlier frame seen: 0]
v [Duplicate IP address detected for 192.168.100.104 (b8:6b:23:4c:2e:1f) - also in use by b8:6b:23:ca:8b:20 (frame 99)]
v [Frame showing earlier use of IP address: 99] —
v [Expert Info (Warning/Sequence): Duplicate IP address configured (192.168.100.104)]
[Duplicate IP address configured (192.168.100.104)]
[Severity level: Warning] |
[Group: Sequence] Address
[Seconds since earlier frame seen: 0] o
|

O 7 Textitem (text) || Packets: 608 - Displayed: 608 (100.0%) || Profile: ARP duplications

B192.168.100.104 is used by both b8:6b:23:4¢:2e:1f and (EHI PARE: R 191
B192.168.100.132 is used by both 00:0¢:29:f7:2¢:f¢ and L RN R L)

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




Find IP address duplications by tshark

. You can find IP address duplications 5”‘1'1'5"2'-(,3%5’%,(4\,}’5
. | Show ARB rf ’
tShark —I arpp0|son'pcapng _O arp packet detal|#sf24us

-Y arp.duplicate-address-frame = Display filter

2¥U$ers¥megumitakeshita¥Desktop¥finding_duplications>tshark -r arppoison. pcapng -0 arp -Y arp. duplicate—addr
ess—frame
rame 100: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface ethO, id 0
thernet II, Src: Toshiba_ca:8b:20 (b8:6b:23:ca:8b:20), Dst: Toshiba_4c:2e:1f (b8:6b:23:4c:2e: 1)
Address Resolution Protocol (reply)

Hardware type: Ethernet (1)

Protocol type: IPv4 (0x0800)

Hardware size: 6

Protocol size: 4

Opcode: reply (2)

Sender MAC address: Toshiba_ca:8b:20 (b8:6b:23:ca:8b:20)

Sender I[P address: 192.168.100.132 (192.168.100. 132)

Target MAC address: Toshiba 4c:2e:1f (b8:6b:23:4c:2e:1°)

Target IP address: 192.168.100. 104 (192.168. 100. 104)

IP address detected for 192.168.100.132 (b8:6b:23:ca:8b:20) — also in use by 00:0c:29:f7:2e:fc (fr

IP address detected for 192.168.100. 104 (b8:6b:23:4c:2e:1f) — also in use by b8:6b:23:ca:8b:20 (fr

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




Find IP address duplications by tshrark
. We need the set of spoofed and actual Szggg'gfgg;,;%jvys

sets of IP/MAC address from the trace file

#sf24us

1:Source and Target IP/MAC address sets
sent by ARP request and reply message

tshark -r arppoison.pcapng -T fields -e arp.src.proto_ipv4 -e arp.src.hw_mac
tshark -r arppoison.pcapng -T fields -e arp.dst.proto_ipv4 -e arp.dst.hw_mac

2: Source and Destination MAC/IP sets from actual header

tshark -r arppoison.pcapng -T fields -e ip.src -e eth.src -Y larp — Without
tshark -r arppoison.pcapng -T fields -e ip.dst -e eth.dst -Y larp ARP packet

3: Merge and pick up duplications

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



Find IP address duplications byt har
harkFesti24 US
Create list, merge, sort, pick up duplication Juneﬁwax’m

tshark -r arppoison.pcapng -T fields -e arp.src.proto_ipv4 -e arp.src.hw_mac >> list.txt #sf24us

tshark -r arppoison.pcapng -T fields -e arp.dst.proto_ipv4 -e arp.dst.hw_mac >> list.txt
tshark -r arppoison.pcapng -Y larp -T fields -e ip.src -e eth.src >> list.txt
tshark -r arppoison.pcapng -Y larp -T fields -e ip.dst -e eth.dst >> list.txt
cat list.txt | sort | uniq | grep -v 00:00:00:00:00:00 >>dup.txt

C:¥Users¥me g mita k h't ¥De kt p¥finding7dupIJcations'tshark —-r arppoison. pcapng -T fields —e arp.src.proto_i
p4ep c. hw > list. txt

C: ¥U ¥ egumita k h ta ¥D sktop¥finding_duplica
arp. dst. hw_i >> list. txt

ions>tshark -r arppoison. pcapng -T fields —e arp.dst. proto_i

> It ake } t ¥Desktop¥finding_duplica
t.t

ions>tshark -r arppoison. pcapng -Y larp -T fields -e ip.src

Users¥megumitakeshita¥Desktop¥finding duplications

¥ tshark —r arppoison. pcapng -Y larp -T fields —-e ip.dst
th d t > I st. txt

t
t
t
t

C:¥Users¥megumitakeshita¥Desktop¥finding_duplications>cat list.txt | sort | unig | grep —v 00:00:00:00:00:00

— ) —, —— —— —— — — — —
DO DDODO D
GO GO 00 0O GO 0O OO GO GO OO

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip "



Find IP address duplications by

Finally, pick up duplicate IP address entries by Powershell June15 20, Falrfax VA
Get-Content dup.txt | Group-Object -Property { $_.Split()[0] } | W@bject

#sf24us

{$ .Count-gt1}|ForEach-Object{$ .Group | Select-Object Unlque}
or

awk '{if (ip[$1] && ip[$1] != $2) {print $0; print $1, ip[$1]}
else ip[$1]=92} < dup.txt

PS C:¥Users¥megumitakeshita¥Desktop¥finding duplications> Get-Content dup. txt | Group-0bject

plit()[0] } | Where-Object { § .Count 1} | ForEach-Object { § .Group | Select-Object
192.168. 100. 104 b8:6b:23:4c:2e:1f

192. 168. 100. 104 b8:6b:23:ca:8b:20
192.168.100. 132 00:0c:29:f7:2e:fc
192. 168. 100. 132 b8:6b:23:ca:8b:20

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



IP address duplications tells usShaﬂ(f{eSp@‘,us

Juneé 5 -20I- FIairfI ax, VA

1. Misconfiguration of address settings %
client-side in usual, sometimes happens in DHCP

IP IR EDIRE

2. MITM attacks such as ARP poisoning.

W] v v ‘

IP7FLA

777777

ercap

Eaadl

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



Duplication of IPID ,
. All IP packets have their unique y— o e

IP Identification fields (Basically

. We can easily find the same IPID value in the
fragmented |IPv4 packets. open ipfragment.pcapn

‘ipfragment.pcapng - [} X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ana cnecC YT TP I T IYYY
N(M]Apply a display filter ... <Ctrl-/> <)+ TCPEEEEME  MYMAC
- No. Time Source Destination Protocol Length Info —
2 0.000046 Toshiba_65:16:54 GW ARP 42 192.168.100.110 is at e8:e0:b7:65:16:54 I
h ea d e r I n fra l I le 3 6.808478 Toshiba_86:02:54 Broadcast ARP 60 Who has 192.168.100.110? Tell 192.168.100.105
4 6.808523 Toshiba_65:16:54 Toshiba_86:02:54 ARP 42 192.168.100.110 is at e8:e0:b7:65:16:54
. 5 6.808761 192.168.100.105 192.168.100.110 IPva 1514 Fragmented IP protocol (proto=ICMP 1, off=0, I..
6 6.808762 192.168.100.105 192.168.100.110 ICMP 62 Echo (ping) request 1d=0x0001, seq=1/256, ttl..
7 6.808902 192.168.100.110 192.168.100.105 IPva 1514 Fragmented IP protocol (proto=ICMP 1, off=0, I..
5 8 6.808910 192.168.100.110 192.168.100.105 ICMP 62 Echo (ping) reply id=0x0001, seq=1/256, ttl..
9 7.815772 192.168.100.105 192.168.100.110 IPva 1514 Fragmented IP protocol (proto=ICMP 1, off=0, I..
10 7 Q18774 107 169 100 10C 102 1£Q 100 110 TrmD £ Erha (nina\ naniact id-ovoon1 can-2/B19 ++1
> Frame 6: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface \Device\NPF Ethernet
> Ethernet II, Src: Toshiba_86:02:54 (e8:e0:b7:86:02:54), Dst: Toshiba_65:16:54 (e8:e0:b7:65: |0 Ll Ll II
> Internet Protocol Version 4, Src: 192.168.100.105 (192.168.100.105), Dst: 192.168.100.110 (
> Internet Control Message Protocol ‘

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




Duplication of IPID shadlre 4 Us
. This is a simple ping packet that is over KA

ioﬂam ¥é |

. 5 6.808761 192.168.100.105 192.168.100.110 IPv4 1514 Fragmented IP pro

5 6.808761 192.168.100.105 192.168.100.110 IPv4 1514 Fragmented IP proi ’
6]6.808762 |192.168.100.105 192.168.100.110 ICMP 62 Echo (ping) reque

. 6 6.808762 192.168.100.105 192.168.100.110 ICMP 62 Echo (ping) reque¢ I
> Frame 6: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface \Device\NPF
> Ethernet II, Src: Toshiba_86:02:54 (e8:e0:b7:86:02:54), Dst: Toshiba_65:16:54 (e8:e0:b7:65:
v Internet Protocol Version 4, Src: 192.168.100.105 (192.168.100.105), Dst: 192.168.100.110 (
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
> Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)
Total Length: 48
Identification: ©x4888 (18568)
> 000. .... = Flags: 0x0
...0 0000 1011 1001 = Fragment Offset: 1480
Time to Live: 128
Protocol: ICMP (1)
Header Checksum: 0xa763 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.100.105 (192.168.100.105)
Destination Address: 192.168.100.110 (192.168.100.110)
> [2 IPv4 Fragments (1508 bytes): #5(1480), #6(28)]
> Internet Control Message Protocol

v

Frame 5: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \De
Ethernet II, Src: Toshiba_86:02:54 (e8:€0:b7:86:02:54), Dst: Toshiba_65:16:54 (e8:e0:b7:65:
Internet Protocol Version 4, Src: 192.168.100.105 (192.168.100.105), Dst: 192.168.100.110 (

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)

> Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)

Total Length: 1500

Identification: ©x4888 (18568)
> @01. .... = Flags: Ox1, More fragments

...0 0000 0000 0000 = Fragment Offset: ©

Time to Live: 128

Protocol: ICMP (1)

Header Checksum: 0x8270 [validation disabled]

[Header checksum status: Unverified]

Source Address: 192.168.100.105 (192.168.100.105)

Destination Address: 192.168.100.110 (192.168.100.119)

[Reassembled IPv4 in frame: 6]
> Data (1480 bytes)

. Check IPID field value between frame #5 and #6
. Also check for DF/MF flags and offset fields.

v

<

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




Finding fragments Sha@k{eg@ US

Open [IPv4 fragments] header in #6 June;s-zol.pla.-,fax,w\
v [2 IPv4 Fragments (1508 bytes): #5(1480), #6(28)] fef2dus

[Frame: 5, payload: 0-1479 (1480 bytes)]

[Frame: 6, payload: 1480-1507 (28 bytes)]

[Fragment count: 2]

[Reassembled IPv4 length: 1508]

[Reassembled IPv4 data [truncated]: 9080064730001000

Wireshark adds generated fields about the fragment,
also set “ = " icons at related frames in packet list pane.

We can use the display filter string “ip.fragments” to find
|P fragments. too.

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



P

Find i ng fragments ip.fragment.count
Set “ip.fragments” to find fragments  Pr2omenerre

ip.fragment.multipletails

‘lpfragment pcapng .
ile it View Go Capture Analyze Statistics Telephony Wireless Tools Hel I p .fra g m e nt.ove rl a p
O W) RO QesEF I S = QQaE
[“ | ipfragmentsl | '] + TCPERizHE  MYMAC . f I, - | ﬂ M
Time Source Destination Protocol ngth Info I p * ra g e nt. Ove r a p * CO n ICt
6 6.808762 192.168.100.105 192.168.100.. ICMP 62 Echo (ping) request 1id=0x0001, seq=1/256, tt1=128 (r¢ .
8 6.808910 192.168.100.110 192.168.100.. ICMP 62 Echo (ping) reply  1d=0x0001, seq=1/256, ttl=128 (r( f m | f m
10 7.815774 192.168.100.105 192.168.100.. ICMP 62 Echo (ping) request id=0x@001, seq=2/512, ttl=128 (r Ip rag enttoo O ng rag ent
12 7.815899 192.168.100.110 192.168.100.. ICMP 62 Echo (ping) reply id=0x0001, seq=2/512, ttl=128 (r«
14 8.819261 192.168.100.105 192.168.100.. ICMP 62 Echo (ping) request 1id=0x0001, seq=3/768, tt1=128 (r( i fra ments
16 8.819387 192.168.100.110 192.168.100.. ICMP 62 Echo (ping) reply id=0x0001, seq=3/768, ttl=128 (r¢ p' g
19 9.839850 192.168.100.105 192.168.100.. ICMP 62 Echo (ping) request 1id=0x0001, seq=4/1024, ttl=128 (i
21 9.839975 192.168.100.110 192.168.100.. ICMP 62 Echo (ping) reply id=0x0001, seq=4/1024, ttl=128 (i

We can also use the count, error, multipletalls, overlap,
overlap.conflict, toolongfragment fields to find fragments

Sometimes, long fragments are used for DoS attacks.

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




Finding fragments using tshark_ kFe”

When you need frame number, source and % 2t
destination |IP address, IPID and counts on |IP frasg‘ments
tshark -r ipfragment.pcapng -T fields -e frame.number -e
ip.src -e ip.dst —e ip.id -e ip.fragment.count

-Y ip.fragment.count

C:¥Users¥megumitakeshita¥Desktop¥finding duplications>tshark —r ipfragment.pcapng -T fields —e frame. number -

e ip.src —e ip.dst —e ip.id —e ip. fragment. count -Y ip. fragment. count
192.168. 100. 105 192. 168. 100. 110 0x4888
192.168. 100. 110 192. 168. 100. 105 0x2527
192.168. 100. 105 192. 168. 100. 110 0x4889
192.168. 100. 110 192. 168. 100. 105 0x252a
192.168. 100. 105 192.168. 100. 110 0x488a
192.168. 100. 110 192.168. 100. 105 0x252¢
192.168. 100. 105 192. 168. 100. 110 0x488b
192.168. 100. 110 192.168. 100. 105 0x252d
192.168. 100. 110 192. 168. 100. 105 0x252e¢
192.168. 100. 105 192. 168. 100. 110 0x488¢

NNNNNNNNDNN

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




Duplication of IPID in another cgse”®

arkFest24 US

. Open two trace file June

5-20.Fairfax, VA
beforenat.pcap before NAT packet captured at ﬁ
afternat.pcap post NAT process captured at WAN

. Check the IPID field in the IP header of both

‘ beforenat.pcap - o X ‘aftemat,pcap - o X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
N -5 RE QesEF S = QQQi Am3g® RE QessEF Y Q QQIE
(W] Apply a display filter ... <Ctrl-/> E3 <)+ Tcpigmemt Mymac|(A]Apply a display filter . <Crrl-/> 0 -]+ TePizgEgE  MYMAC
No. Time Source Destination Protocol Length Info N Time Source Destination Protocol Length Info =
r 1 0.000000 192.168.11.3 202.248.110.. TCP 66 52204 > 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 W i r 1 0.000000 114.167.191.37 202.248.110.. TCP 74 52204 > 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1414 W N
> Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) Ethernet > Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) Ethernet
> Ethernet II, Src: PanasonicAVC_23:e3:20 (70:58:12:23:e3:20), Dst: Buffalo_35:f2:ff (10:6f:3f:35:f2:ff |o > Ethernet II, Src: Buffalo_35:f2:ff (10:6f:3f:35:f2:ff), Dst: Cisco_99:b5:cl (90:25:84:99:b5:c1) o
v Internet Protocol Version 4, Src: 192.168.11.3 (192.168.11.3), Dst: 202.248.110.225 (202.248.110.225) > PPP-over-Ethernet Session
0100 .... = Version: 4 > Point-to-Point Protocol
. 0101 = Header Length: 20 bytes (5) v Internet Protocol Version 4, Src: 114.167.191.37 (114.167.191.37), Dst: 202.248.110.225 (202.248.11
> Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT) 0100 .... = Version: 4
Total Length: 52 .... 0101 = Header Length: 20 bytes (5)
Identification: Ox4e@f (19983) > Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)
> 010. .... = Flags: 0x2, Don't fragment - Total Length: 52
...0 0000 Q0P PPRO = Fragment Offset: © Identification: @x4e@f (19983) B
Time to Live: 128 > 010. .... = Flags: ox2, Don't fragment
Protocol: TCP (6) ...0 0000 0POO 0000 = Fragment Offset: @
Header Checksum: 0x0000 [validation disabled] Type Time to Live: 127 Type
[Header checksum status: Unverified] IPv4 Protocol: TCP (6) PPPoE Ses
Source Address: 192.168.11.3 (192.168.11.3) | Header Checksum: @x420e [validation disabled] - |
Destination Address: 202.248.110.225 (202.248.110.225) Internet Protocol Version 4 [Header checksum status: Unverified] PPP-over-Ethernet Session
> [Destination GeoIP: Yaotsu, JP, ASN 2510, FUJITSU LIMITED] o Source Address: 114.167.191.37 (114.167.191.37) o
© Transmission Control Protocol, Src Port: 52204, Dst Port: 80, Seq: @, Len: @ }_l_l_l_'_l—l_l—}» Destination Address: 202.248.110.225 (202.248.110.225) }—‘—‘—‘—'—‘—‘—‘—*»
R r— e = r—; = -

O 7 Identification (ip.id), 2 bytes | Packets: 233 - Displayed: 233 (100.0%) || Profile: Default . 2 bytes || Packets: 9 - Displayed: 9 (100.0%) || Profile: Default
o _ s 290 Dyt £ ) E—— &



IPID before NAT and after NAT @5@4 -

Shan‘;

June %5W, VA

#sf24us

IPID does not change during the NAT process

. We can use IPID to determine the same packet
before and after the NAT process

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



IPID duplications tells us P
harkFest24
1. IP fragments, misconfiguration of MTU, Sluge"i e A

5 -20I- FIairfI ax, VA

or frame size settings in clients, routers and se@#

2. Different data link header but the same |IP packets
before NAT and after NAT
IPID does not change during the NAT process.

nnnnnnnnnnnnnnnnnn

4. DoS/DDoS attack (dos.pcap)

red (480 bits) Ethernet
oStarInt_36:22:db (00:11:09:36:22:db) Lu_]_l_uj;ll
m 1.169.8.24), Dst: 192.168.5.

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip ~




Duplication of seq/ack number Shagk‘{est'éﬂ us

TCP retransmission / duplicate ACK are very 1""6%5-2.0"’“"”“*”‘\
common events during TCP communications. #sf24us

Use the display filter to find TCP Retransmission and D_ACK

m Explanations Display Filter

TCP Same sequence number tcp.analysis.ret
retransmission Max: 5 times (Windows11) ransmission
TCP Same acknowledge number tcp.analysis.du

duplicate ACK Max: 3 times (Fast retransmission) plicate_ack

Open tcp-download.pcapng and check the Expert Info window

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



Duplication of seg/ack number ShafiFeski2A US

. Open the Expert Information window to count the Junel5-20kaidax, VA
number of TCP retransmission, D ACK, fast retransmissiqn

‘ tep-download.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help M Wireshark - Expert Information - tcp-download.pcapng - o X
o —~ S | — !
Amae RE QexsZg s = QaQQE
7
(R]apply o disploy fiter . <Ctr-/> Severity Summary Group Protocol Count
No. Time Source Destination Protocol Length Info N
10. likeririmacbook  |ikeriri.ne.jp " Protocol 895 Application Data " "
T - reiccol > Warning Connection reset (RST) Sequence TCP 3
> Frame 1: 895 bytes on wire (7160 bits), 895 bytes captured (7160 bits) on interface en@, id @ > Warning This frame is a (suspected) out-of-order segment Sequence TCP 13
> Ethernet II, Src: Apple 00:8a:la (ec:73:79:00:8a:1a), Dst: AMPAKTechnol 2b:1f:e9 (@4:e6:76:2b:1f:e9 > Warning Ignored Unknown Record Protocol TLS 7463
> Internet Protocol Version 4, Src: ikeririmacbook (192.168.43.174), Dst: ikeriri.ne.jp (163.44.9.71) > Warning Previous segment(s) not captured (common at capture start) Sequence TCP 10
v Transmission Control Protocol, Src Port: 60935, Dst Port: 443, Seq: 1, Ack: 1, Len: 829 i X .
Source Port: 68935 > Note This frame undergoes the connection closing Sequence  TCP 1
Destination Port: 443 > Note This frame initiates the connection closing Sequence  TCP 1
[Stream index: @] > Note This frame is a (suspected) fast retransmission Sequence  TCP 9
> [Conversation completeness: Incomplete (60)] . . ..
[TCP Segment Len: 829] > Note This frame is a (suspected) retransmission Sequence  TCP 42
Sequence Number: 1 (relative sequence number) > Note Duplicate ACK Sequence TCP 248
?Equinge N“mber‘N(rSW): 3226133?571 " ber) ] > Chat Connection finish (FIN) Sequence  TCP 2
ext Sequence Number: relative sequence number k
Acknowledgment Number: 1 (relative ack number) > (Chat TCP window update Sequence TCP 106
Acknowledgment number (raw): 1845936408
1000 .... = Header Length: 32 bytes (8)
> Flags: 0x018 (PSH, ACK) . .
Window: 2048
[Calculated window size: 2048] COI lI IeC IOl I l ISI I l
[Window size scaling factor: -1 (unknown)]
Checksum: ©x39ee [unverified]
[Checksum Status: Unverified] ] [ [ "
18MB file download using WiFi
> Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
>

[Timestamps]
[SEQ/ACK analysis]
TCP payload (829 bytes)

v

L o 7 Frame (frame), 895 bytes H Packets: 16257 - Displayed: 162!

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




TCP Retransmission Rate
. Expert Info tells us the count of retransmission  ShaikFest:24 US

., _ _ . . , June %5-20 - Fairfax, VA
This frame is a (suspected) retransmission
P —— -~ — Statistics>Conversatistess>TCP

‘Wireshark - Expert Information - tcp-download.pcapng

Severityv Summary Group Protocol Count
> Note This frame is a (suspected) fast retransmission Sequence TCP a n CO u n e pa C e S ro I I I e
4

9
v Note This frame is a (suspected) retransmission Sequence TCP 2
14 [TCP Retransmission] 443 — 60935 [ACK] Seq=9857 Ack=830 Win=135 L... Sequence TCP
15 [TCP Retransmission] 443 — 60935 [ACK] Seq=11265 Ack=830 Win=135 ... Sequence TCP f rt 44 3
802 [TCP Fast Retransmission] 443 — 60935 [ACK] Seq=677249 Ack=830 Win... Sequence TCP S e rve r ro | I I p O
822 [TCP Retransmission] 443 — 60935 [ACK] Seq=691329 Ack=830 Win=13... Sequence TCP
823 [TCP Retransmission] 443 — 60935 [ACK] Seq=692737 Ack=830 Win=13... Sequence TCP M Wireshark - C ons - tcp pcapng - o -
824 [TCP Retransmission] 443 — 60935 [ACK] Seq=694145 Ack=830 Win=13... Sequence TCP R Ethernet-1  IPva-1  IPv6  TCP-1  UDP
825 [TCP Retransmission] 443 — 60935 [ACK] Seq=695553 Ack=830 Win=13... Sequence Tcp ()] . AddressA  PortA AddressB PortB Packets Bytes Stream ID PacketsA—B BytesA—B PacketsB— A BytesB— A RelStart Duration Bits/sA— B Bits/s B — A
826 [TCP Retransmission] 443 — 60935 [ACK] Seq=696961 Ack=830 Win=13... Sequence TCP [ 192.168.43.174 60935 16344971 443 16,257 18 MB 0 4,004 268 kB 12253 18 MB (GIG00000MI2IAM6) 175 kbps 11 Mbps
827 [TCP Retransmission] 443 — 60935 [ACK] Seq=698369 Ack=830 Win=13... Sequence TCP
828 [TCP Retransmission] 443 — 60935 [ACK] Seq=699777 Ack=830 Win=13... Sequence TCP
829 [TCP Retransmission] 443 — 60935 [ACK] Seq=701185 Ack=830 Win=13... Sequence TCP
830 [TCP Retransmission] 443 — 60935 [ACK] Seq=702593 Ack=830 Win=13... Sequence TCP pa C e S a re Se n ro | I I
831 [TCP Retransmission] 443 — 60935 [ACK] Seq=704001 Ack=830 Win=13... Sequence TCP )
832 [TCP Retransmission] 443 — 60935 [ACK] Seq=705409 Ack=830 Win=13... Sequence TCP
833 [TCP Retransmission] 443 — 60935 [ACK] Seq=706817 Ack=830 Win=13... Sequence TCP th d 4 2 k t
834 [TCP Retransmission] 443 — 60935 [ACK] Seq=708225 Ack=830 Win=13... Sequence TCP e Se rve r a n pa C e S I I I ay
835 [TCP Retransmission] 443 — 60935 [ACK] Seq=709633 Ack=830 Win=13... Sequence TCP
839 [TCP Retransmission] 443 — 60935 [ACK] Seq=711041 Ack=830 Win=13... Sequence TCP . .
840 [TCP Retransmission] 443 — 60935 [ACK] Seq=712449 Ack=830 Win=13... Sequence TCP be retr’a n S m I SS I O n
1622 [TCP Fast Retransmission] , Ignored Unknown Record Sequence TCP u
1623 [TCP Retransmission] 443 — 60935 [ACK] Seq=1534721 Ack=830 Win=1... Sequence TCP
1604 ITCD D Geel 1 AAD ENO2C TACK C —1E26190 Al —QIN \Alin—1 c. TrD °
Display filter: "tcp.stream eq 0" 4 2/ 1 2 2 5 3 : O O O 34 2
Limit to Display Filter Group by summary Search: Show... ° - "

Close Help

. Retransmission Rate: 0.34%

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




T o e g e By tshark g, B us
(1) All TCP packets from server ‘ -
tshark -r tcp-download —Y tcp.srcport==443 | wc —| e
(2) retransmitted TCP packets from the server
tshark -r tcp-download

—Y “tcp.srcport==443 and tcp.analvysis.retransmission” | wc —l

C:¥Users¥megumitakeshita¥Desktop¥finding duplications>tshark —r tcp-download. pcapng -Y tcp. srcport==443 | wc

C:¥Users¥megumitakeshita¥Desktop¥finding_ duplications>tshark -r tcp—-download. pcapng -Y “tcp. srcport==443 and

tcp. analysis. retransmission” | we -

The percentage (frequency) of TCP retransmissions is important
42/12253=0.0034 Retransmission Rate: 0.34%

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




Duplication of sequence number by tsm
. Threadshould of TCP Retransmission rate Sﬁﬁ'e';s_zﬁaﬁ,ﬁ:’vys

https://wireshark.marwan.mal/lists/ethereal-users/200601/msq 9.html

#sf24us

It depends on the application, but TCP is designed with some
retransmissions. Some applications may break 0.5%,

but less than 1% is excellent, 3-5% is acceptable,

and over 5% may be excessive retransmission.

Open Statistics>Conversations>TCP and pick up the stream,
then create TCP stream graph may help us TCP connection.

5
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https://wireshark.marwan.ma/lists/ethereal-users/200601/msg00149.html

Calculate TCP Retransmission rate by Post Disse
ShaikFest24 US

Wireshark can add Post Dissector to dissect+z&s™
packets after Wireshark finished dissection. #sf2dus

Dissectors are used for analyzing new protocols,
but Post Dissectors are used for additional analyzing
process after Wireshark finished packet Dissections.

We can create a Post Dissector by Lua script to calcurate
TCP retransmittion rate in each connection.
(It's not so difficult; we have GPTs!!)

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




‘About Wireshark

|
Wireshark Authors Folders Plugins Keyboard Shortcuts Acknowledgments License
ua su ppo O I I es al o

Name Location Typical Files
“File" dialogs C:/Users/megumitakeshita/Desktop/finding duplications¥  capture files
n Global Extcap path C:¥Program Files¥Wireshark¥extcap external capture (extcap) plugins
Global Lua Plugins C:¥Program Files¥Wireshark¥plugins Lua scripts
H I > A t W I r h rk > F I r t Global Plugins C:¥Program Files¥Wireshark¥plugins¥4.2 binary plugins
[ ] Global configuration ~ C:¥Program Files¥Wireshark dfilters, preferences, manuf, ...
MIB/PIB path SMI MIB/PIB search path
MaxMind DB path C:¥ProgramData¥GeolP MaxMind DB database search path
" " MaxMind DB path C¥GeolP MaxMind DB database search path
MaxMind DB path C:/Users/megumitakeshita/A...ta/Roaming/Wireshark/GeolP ind DB datat search path
e C e rS O n a u a u I n S O Ca I O n Personal Extcap path ~ C:¥Users¥megumitakeshita¥... ¥Roaming¥Wireshark¥extcap ~ external capture (extcap) plugins
Personal Lua Plugins ~ C:¥Users¥megumitakeshita¥...Roaming¥Wireshark¥plugins ~ Lua scripts
Personal Plugins C¥Users¥megumitakeshita¥A...ming¥Wireshark¥plugins¥4.2 binary plugins

. . . . . Personal configuration C:¥Users¥megumitakeshita¥AppData¥Roaming¥Wireshark  dfilters, preferences, ethers, ...
; -
C:¥Users¥megumitakeshita¥AppData¥Roaming¥Wireshark¥plugins ;- ES Fo

Temp C¥Users¥MEGUMI~ 1¥AppData¥Local¥Temp untitled capture files

nstall Visual Studio Code and Extensions

(https://azure.microsoft.coml/ja-jp/products/visual-studio-code)
. Install VS Code and Lua Extensions

Lua v
sumneko e de ke (44)

Lua

lua-language-server

. Recommend to install Lua Debug
it supports the completion for variable,
functions and so on.

VSCode debugger extension for Lua

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



https://azure.microsoft.com/ja-jp/products/visual-studio-code

TCP retransmission Rate by Post Dgﬁsm
an‘;k estz4 US

June'15-20.Fairfax, VA
Recommend to read and Wireshark Developer Guide ) -
Proto object used for Dissector/PostDissector
Field object is used for Wireshark field
Proto.init() is necessary function for initializing Dissector
Proto.dissector is used for describing packet analysing process.

Treeltem is used for Wireshark Dissection tree entry in packet detail pane

#sf24us

1.Define Post Dissector, display filter name is retrans, and Name is
“Retransmission Analysis”

retrans proto = Proto("retrans”, "Retransmission Analysis")

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



TCP retransmission Rate by Post Dgﬁan‘;k g‘s?é -
June%SWax,VA

#sf24us

2.Define Wireshark fields used in post dissecting

ip_src f = Field.new("ip.src")
retrans f = Field.new("tcp.analysis.retransmission"

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



TCP retransmission Rate by Post Dgﬁa

June

8 us
o

1
3. Define the init function to process Post Dissector. !
#sf24us

function retrans proto.init()

nd ip_stats ip_stats
[1.1.1.1] [2.2.2.2]

)

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip ~



TCP retransmission Rate by Post Djssg S&(Q us

4.Define a helper function Juneés-zo-rairfax,v;\
to count retransmissions by each ip address. #’
S us

ip_stats ip_stats
[1.1.1.1] [2.2.2.2]

total total

retrans retrans

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *
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Now we describe the analyzing process using Wireshark API, ’""eé5'2'°'F“"’fa"’VA

Proto.dissector function has three parameters: tvb, pinfo, Treeltem def2aus

tvb means Testy Virtual buffer, actual packet data objectz

pinfo means dissected packet data, we can refer like pinfo.src_ipz

Treeltem means the object of Wireshark dissection trees in the packet detail pane.
5.Define dissector function (buffer as tvb, pinfo and tree as Treeltem)

function retrans proto.dissector(buffer, pinfo, tree
- extract fields from definitions
IS_retrans = retrans f(

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *




TCP retransmission Rate by Post D;ﬁa@k gs@ -
June%SWax,VA

6. Calculate the retransmission rate in an easy way #sf24us
(It is accurate all packets are TCP, there are no Non-TCP packets)
TCP retransmission packets (tcp.analysis.retransmission)
Retransmission rate = -------————— e
all TCP packets by each source IP address

if ip_src then

add ip count(tostring(ip_src), is_retrans ~= nil)

subtree = tree:add(retrans proto, "Retransmission Analysis"

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *
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Juneél
\

g‘s@us

5-20.Fairfax, VA

for ip, stats in pairs(ip_stats) do
retrans_ratio = (stats.retrans / stats.total) * 100
ip_node = subtree:add(retrans_proto, "IP: " .. ip)
ip_node:add(retrans_proto, string.format("Total Packets: %d", stats.total)

ip_node:add(retrans_proto, string.format("Retransmissions: %d", stats.retrans)
ip_node:add(retrans_proto, string.format("Retransmission Ratio: %.2f% %",
retrans_ratio))
end

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip “
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7 .Regqister this Proto as PostDissector Juneé{SW,VA

#sf24us

register postdissector(retrans proto

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



TCP retransmission Rate by Post Dissec

ShaikFest24 US

Copy tcp-download-postdissector.lua into your June'{ 5-20aFairfax, VA

personal plugin folder at Wireshark personal Configuratio&

(e.x. C:¥Users¥megumitakeshita¥AppData¥Roaming¥Wireshark¥plugins)

Close al

No

Time Source Destination Protocol Length Info
r 1 0.000000 ikeririmacbook ikeriri.ne.jp TLSv1.2 895 Application Dat

Wireshark apps and reopen tcp-download.pcapng

> Frame 1: 895 bytes on wire (7160 bits), 895 bytes captured (7160 bits) on inter{
> Ethernet II, Src: Apple 00:8a:la (ec:73:79:00:8a:1a), Dst: AMPAKTechnol 2b:1f:e¢
> Internet Protocol Version 4, Src: ikeririmacbook (192.168.43.174), Dst: ikeriri
> Transmission Control Protocol, Src Port: 60935, Dst Port: 443, Seq: 1, Ack: 1,
> Transport Layer Security
v Retransmission Analysis
v IP: 192.168.43.174
Total Packets: 8047
Retransmissions: ©
Retransmission Ratio: 0.00%
v IP: 163.44.9.71
Total Packets: 24573
Retransmissions: 86
Retransmission Ratio: ©.35%

Ethernet

S

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip ©



Duplication ACK and Fast retransmis

Sion,

We capture the trace on the client side, Sﬁg'\ilsdz:oeg%fvy S
and check the retransmission from the server ‘

#sf24us

Next, think about Duplication ACK

The client sends Duplication ACK if the expected segment has
not arrived during the RTO timer and sends again if the client
does not receive the segment

If the server receives 3 continueous Duplicate ACK, Server TCP
thinks the segment was lost and sends the lost segment
immediately (Fast retransmission)

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip “




Fast Retransmission algorithgaf 4 us
5 -20I- FIalrfI ax, VA

Juneé
\

Pac Receiver

_ A ket 25 Packet #sf24us
t=xr y ket 75 ACK

pa & Z,

ockef]é’ =
2 DROPED
C/(’el.zo
= ‘
ACK 15

t=(x+1)r
ACK 16

Fast ACK 16
Retransmissiog

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip ©




Frequency of Duplication ACK / Fast retransmission

_ _ Shan;kFestv’c%4 Us
. Total ACK frame from the client side 4004pkts June%S-Z.O-Fairfax,VA

(tcp.ack and tcp.srcport==60935) #sf24us

. The same ACK number means Duplicate ACK 248pkts
(tcp.analysis.duplicate ack) 248/4004=0.0619.. 6.19%

. Three continuous Duplicate ACK causes Fast retransmission 9pkits
(tcp.analysis.fast_retransmission) 9/4004=0.00224.. 0.224%

. The rate of D_ACK seems bigger than expected, but fast
retransmission rate is under 1%(0.224%), it's OK.

TCP T > 60935 [ACK] Seq=677249 Ack=830 Wi
TCP

0935 > 443 [ACK] Seq

I3IFI3IIIII
HeleNaRalaNa e el
oD v U ]

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



Sequence/Acknoledgement “”'?ghﬁg?g%vys
duplications tells us K 4

#sf24us

1. Itis a common event in TCP connection; don’t worry.
2. Count the rate of duplication

TCP retransmission (from Server) tcp.analysis.retransmission
Duplicate ACK (from Client side) tcp.analysis.duplicate ack
Fast Retransmission (from Client side) tcp.analysis.fast retransmission

under 1% Excellent 1-5% Acceptable over 5% latency or quality
Use tracert to count the latency between the client and server,

o pathping to check the quali st %) of the

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip
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i - arKres
Duphcat'on Of Port number Juneés-zol-rla;gélcux,VA

[ TCP Port numbers reused] 48830 -» 1063 [SYN] Seg=0 Win=29200

M| Apply a display filter ... <Ctrl-/> =d vl
No. Time Source Destination Protocol Length Info
200351 69.288649268 192.168.100.101 192.168.100.35 TCP 74 [TCP Port numbers reused] 48830 - 1063 [SYN] §

200352 69.288670872 192.168.100.101 192.168.100.36 TCP 74 48974 » 1185 [SYN] Seq=0 Win=29200 Len=0 MSS=1 O pe n th— po rtd u p . pca p n g
> Frame 200351: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface ethe, id @
> Ethernet II, Src: Toshiba_8b:1d:73 (b8:6b:23:8b:1d:73), Dst: VMware_a7:4a:f3 (00:0c:29:a7:4a:f3) O to frame #200351
> Internet Protocol Version 4, Src: 192.168.100.101 (192.168.100.101), Dst: 192.168.100.35 (192.168.100.35) g
v Transmission Control Protocol, Src Port: 48830, Dst Port: 1063, Seq: 0, Len: ©
Source Port: 48830

e we find [Expert Info

[Conversation completeness: Incomplete (37)]
[TCP Segment Len: @]

LT e s o (Note/Sequence): A new

Sequence Number (raw): 1014183697

v

[Next Sequence Number: 1 (relative sequence number)] . . .
Acknowledgment Number: @

Kirotens e (1o tcp session is started with
1010 .... = Header Length: 40 bytes (10)

I > Flags: 0x@02 (SYN)

| e e the same ports as an

Checksum: 0x4a08 [unverified]

[Checksum Status: Unverified] . . . .
g posnar: earlier session in this
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
[Timestamps]
[SEQ/ACK analysis]

[iRTT: ©.000305102 seconds] trace
v [TCP Analysis Flags]

v [Expert Info (Note/Sequence): A new tcp session is started with the same ports as an earlier session in this trace]

[A new tcp session is started with the same ports as an earlier session in this trace]

v v

<

[Sovertt) et o] riri.ne.jp/sharkfest/sf24ikeriri.zip



Duplication of Port number _ ~®&

. _ rkFest24 US
Sake-san’s comments in ASK Wireshark June'15-20,Fairfax, VA

https://ask.wireshark.org/question/26247/tcp-port-numbeks=sreused/
“The wireshark note "[TCP Port numbers reused]" means that in
the packet capture file, there is a new connection for a 5-tuple
(ip-src,ip-dst,protocol,srcport,dstport) that was seen before...”

Open Expert info and find [TCP Port numbers reused]
[A new tcp session is started with the same ports as an earlier
session in this trace] display filter is tcp.analysis.reused port

v Note A new tcp session is started with the same ports as an earlier session in this trace Sequence TCP 4
200351 [TCP Port numbers reused] 48830 — 1063 [SYN] Seq=0 Win=29200 Len=0 MSS=14... Sequence TCP
218093 [TCP Port numbers reused] 44244 — 28201 [SYN] Seq=0 Win=29200 Len=0 MSS=1... Sequence TCP
218117 [TCP Port numbers reused] 41282 — 28201 [SYN] Seq=0 Win=29200 Len=0 MSS=1... Sequence TCP
231234 [TCP Port numbers reused] 48524 — 125 [SYN] Seq=0 Win=29200 Len=0 MSS=146... Sequence TCP




Duplication of Port number Shadtre T4 Us

. The server uses well-known or registered port numbelrsi>-204kgiax VA
The client uses private port numbers from 49152 to 6553624

. If you capture huge traffic for the long term ( 1month of office traffic),
Ip.src, ip.dst, protocol, srcport and dstport are duplicated by chance

. But why this trace records 4 TCP Port number reused? click
Statistics>Conversations>TCP, there are 131123 TCP connections,

M Wireshark - Conversations - tcp-portdup.pcapng - o X

al Id I I IOSt O I tl lel I I a re I lot Conversation Settings Ethernet-52  IPv4-58  IPv6  TCP-131123  UDP
Address A Port A Address B Port B Packets

(S ———— Bytes Stream ID Packets A— B BytesA—B PacketsB—A BytesB—A RelStart Duration Bits/sA — B Bits/sE
192.168.100.11 50287 192.168.100.101 113 2 128 bytes 7402 1 Tabytes 1 Sdbytes 42120585 00000
() Absolute start time 192.168.100.17 54606 192.168.100.101 113 2 128 bytes 7454 1 TAbytes 1 S4bytes 42121233 0.0000
. ) Limit toldisplay|ilter 192.168.100.20 58502 192.168.100.101 113 2 128bytes 105488 1 Tabytes 1 Sdbytes 69.311386 00000
r r l 192.168.100.22 52412 192.168.100.101 113 2 128bytes 104390 1 Tbytes 1 S4bytes 69.297191 0.0000
CO ete a CO n n e C I O n Copy M 192.168.100.101 56230 172217.161226 443 13 1kB 3001 7 642 bytes 6 471bytes 35859251 534048  96bits/s 70
Follow Stream.. 192.168.100.101 32798 180.23536.115 777 1 7abytes 125122 1 Tbytes 0 0bytes 77.368605 0.0000
192.168.100.101 32830 180.235.36.115 8093 1 Tabytes 67374 1 T4bytes 0 0bytes 56921515 0.0000
Graph 192.168.100.101 32836 18023536115 19 1 74bytes 125621 1 Tbytes 4 0bytes 77.950469 0.0000
192.168.100.101 32838 180.235.36.115 587 1 T4bytes 124569 1 Tabytes 0 0bytes 75.320373  0.0000
" . protocol 192.168.100.101 32846 180.23536.115 1187 1 7abytes 67274 1 Tabytes 0 0bytes 56841196 0.0000
I S tra Ce I S a Ca tu re O O Bluetooth W 192168100101 32850 18023536115 425 1 Tabytes 67379 1 T4bytes 0 0 bytes 56925185 0.0000
° S G 192.168.100.101 32860 180.23536.115 340 1 7abytes 124973 1 Tabytes 0 0bytes 77.248851 0.0000
O oeee 192.168.100.101 32860 180.235.36.115 8193 1 T4bytes 125511 1 T4bytes 0 0 bytes 77.830544 0.0000
) Bom 192.168.100.101 32864 180.23536.115 1102 1 74bytes 124980 1 Tabytes 0 0bytes 77.248986 0.0000
O ke 192.168.100.101 32870 180.235.36.115 12000 1 Tabytes 67328 1 T4bytes 0 0 bytes 56.896432 0.0000
T C P rt oo 192.168.100.101 32880 180.23536.115 587 1 7abytes 124590 1 TAbytes 0 0bytes 75516570 0.0000
192.168.100.101 32884 180.235.36.115 6646 1 74bytes 125884 1 T4bytes 4 0 bytes 78.239352 0.0000
Nort scan nmaop

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip
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Duplication of Port number
ar .
15 -20.- Flan'fI ax, VA

. Ex. "ip.addr==192.168.100.121 and tcp.port==80"  June{

‘tcp—portdup,pcapng - [m] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 1@ RO Qe+ EFE S = aaaf
(W [ip-addr==192.168.100.121 and tcp.port==8q] [X] v+ TcPEEEmIE  MYMAC
No. Time Source Destination Protocol Length Info
8966 41.899066700 192.168.100.101 192.168.100.121 TCP 74 37882 » 80 [SYN] Seq=0 Win=29200 Len=0 MSS=1460 SACK_PERM TSval=3315228474 TSecr=0 WS=128
9000 41.899498355 192.168.100.121 192.168.100.101 TCP 74 80 - 37882 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1460 SACK_PERM TSval=16552039 TSecr=3315228474 WS=32
9002 41.899506717 192.168.100.101 192.168.100.121 TCP 66 37882 » 80 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=3315228475 TSecr=16552039
9058 41.899854350 o 5 5 - o - 66 37882 > 80 [ ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=3315228475 TSecr=16552039
130392 68.757860039 192.168.100.101 192.168.100.121 TCP 74 42314 > 80 [SYN] Seq=0 Win=29200 Len=0 MSS=1460 SACK_PERM TSval=3315255333 TSecr=0 WS=128
130453 68.758332488 192.168.100.121 192.168.100.101 TCP 74 80 » 42314 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1460 SACK_PERM TSval=16554699 TSecr=3315255333 WS=32
130454 68.758337598 192.168.100.101 192.168.100.121 TCP 66 42314 - 80 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=3315255334 TSecr=16554699
130511 68.758626860 - 5 s c 5 - 66 42314 » 80 [ ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=3315255334 TSecr=16554699

. This trace captured TCP connect scan, accessing a lot of port in a
short term, so sometimes there are duplication of port numbers.

‘Wireshark~ Expert Information - tcp-portdup.pcapng - [m] X

. Connection reset (RST) 112149

Chat Connection establish acknowledge (SYN+ACK) Sequence TCP 897

Sample traces and configurations https://www . RS me

> Warning This frame is a (suspected) out-of-order segment Sequence TCP 1
> Warning Previous segment(s) not captured (common at capture start) Sequence TCP 1
. . > Warning D-SACK Sequence Sequence TCP 2
> Warning Connection reset (RST) Sequence TCP 112149
° < :O n n e Ctl O n eSta b I I S h SY N 1 3 1 1 4 2 > Note ACK to a TCP keep-alive segment Sequence TCP 1
> Note TCP keep-alive segment Sequence TCP 1
> Note This frame undergoes the connection closing Sequence TCP 2
> Note A new tcp session is started with the same ports as an earlier session in t... Sequence TCP 4
> Note The SYN packet does not contain a SACK PERM option Protocol TCP 4
> Note This frame initiates the connection closing Sequence TCP 6
> Note Padding identification may be inaccurate and impact trailer dissector Protocol Ethertype 25896
> Note This frame is a (suspected) retransmission Sequence TCP 26
> Chat TCP window update Sequence TCP 7
> Chat Connection finish (FIN) Sequence TCP 8
>
>




Port number duplications tells gheg,@kf{es}@ws

] ] June %5-20 - Fairfax, VA
It merely happens Port number duplications, 4

#sf24us

1. It happens by accident in a long-term huge trace file
2. Port scan

3. Multi-layer NAT/NAPT at WAN side

duplications are good indicators to find
the clues of network/security troubleshooting

USE WIRESHARK

Sample traces and configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zip *



USE WIRESHARK *:=fss

#sf24us

Thank you for watching.

Please complete the Google form survey

trace files and Wireshark profiles are here:
https://www.ikeriri.ne.jp/sharkfest/
sf24ikeriri.zip

Ikeriri network service

http://www. ikeriri. ne.

~ Sample traces and ‘configurations https://www.ikeriri.ne.jp/sharkfest/sf24ikeriri.zif:
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#sf24us
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